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Uy ban Nhén dan thi xa Duyén Hai
Thoi gian ky: 21/06/2021 13:30:58 +07:00

UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
THI XA DUYEN HAI Péc lap - Tw do - Hanh phuc

S4: 1269 /JUBND-KT Duyén Hai, ngay 18 thang 6 nim 2021
V/v phd bién Cong van sd
143/BCY-CNTTGSM cuia Ban
Co yéu Chinh phu

Kinh guri:
- Cac ban, nganh thi xa;
- Uy ban nhan dan cac x4, phuong.

Thye hién Cong van 5O 1062/STTTT-BCVICNTT ngay 16/6/2021 cua
S¢ Théng tin va Truyén thong tinh vé viéc phd bién Cong vin s6 143/BCY-
CNTT-CATTTGSM ciia Ban Co yéu Chinh phti (dinh kém);

Chu tich Uy ban nhan dan thi xa phd blen Cong van sb 143/BCY-CNTT-
CATTTGSM ngay 03/6/2021 cua Ban Co yeu Chinh phu dén co quan, don vi
biét. Pdng thoi, dé nghi cdc co quan, don vi cé su dung san pham vCenter
Server chi dao kiém tra, ra soat, cap nhat ban va 16i 16 hong bao mat (néu co)
theo hudng dan ciia Ban Co yéu Chinh phu.

Trong qua trinh thyc hién, neu c6 kho khan, vudng mic kip thoi béo cdo
Chu tich Uy ban nhén dan thi xa nam, chi dao./.

Noi nhin:

- Nhu trén;

- CT, cac PCT .UBND tx;
- Luu: VT, NC (Thuy).




UBND TINH TRA VINH CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phiic

S6: 1062 /STTTT-BCVTCNTT
V/v phé bién Céng vin s6 143/BCY-
CNTTGSM cua Ban Co yéu Chinh phu

Tra Vinh, ngay 16thang 6 nam 2021

Kinh gui:
- Céc S0, ban, nganh tinh; ’
- UBND cac huyén, thi xa, thanh pho.

Ngay 03/6/2021 Ban Co yéu Chinh phu phat hanh Céng van s6 143/BCY-
CNTT-CATTTGSM vé viée canh béo 186 hong bao mat nghiém trong trén san phdm
vCenter Server.

Thuc hién chi dao cua Chu tich Uy ban nhan dan tinh tai Cong van 56
2201/UBND-CNXD ngay 10/6/2021 vé viéc thuc hién Céng vin so 143/BCY-
CNTT-CATTTGSM cua Ban Co yéu Chinh phu. So Théng tin va Truyén théng
pho bién Cong van sd 143/BCY-CNTT-CATTTGSM ngay 03/6/2021 cua Ban Co
yéu Chinh phu dén cac co quan, don vi biét; dong thoi dé nghi cac co quan, don vi
c6 su dung san pham vCenter Server chi dao kiém tra, ra soat, cap nhat ban va 16
16 hong bao mat (néu c6) theo hudng dan ciia Ban Co yéu Chinh phu.

Qué trinh thyc hién kho khan, co quan, don vi lién h¢ S Théng tin va Truyén
thong qua dau moi: Phong Buu Chinh, Vién Thong — Cong nghé thong tin; dién
thoai: 0294 3850853.

Cong van sd 143/BCY-CNTT-CATTTGSM c6 diang tai tai dia chi:
https: stttt.travinh.cov.vn, muc Linh vuc nganh - Cong nghé thong tin./.

Noi nhén: KT. GIAM POC
- Nhu trén; PHO GIAM POC
- BGD So; s

- Trung tam CNTT&TT,
- Luu; VT, BCVTCNTT.

Nguyén Vin Chuin



BAN CO\E{I CHINH PHU CONG HOA XA HOI CHU NGHIA VIET NAM
Bgc 1ap - Ty do - Hanh phic
S6:443/BCY-CNTTGSM Ha Néi, ngavesthang 6 nam 2021
V/v canh bao 16 hong bao mat

nghiém trong trén san pham vCenter Server
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Tinh uy, Thanh 1y, cac Ban Dang.

Thoi gian qua, trong cong téc giam sat an toan thong tin, Ban Co yéu Chinh
phu da phéi hop véi nhidu co quan don vi va xu 1y cac nguy co tdn cong mang,
gop phan dam bao an toan thdng tin cho nhiéu hé thong mang cong nghé thong
tin trong yéu cua Pang va Chinh phu.

Hién nay, qua cong tac giam sat, theo ddi co ton tai 16 hong bao mat moi trén
san pham vCenter Server (CVE 2021-21985), day la 1& héng bao mat dugce xac
dinh la nghiém trong cho phép tin tac co thé tin cdng thuc thi ma doc tir xa, tir do
kiém soat va chiém quyén didu khién vCenter Server, 10 héng bao mat nay da
duoc cong ty Vmware xdc nhén trén trang chu ngay 25/5/2021 (Chi tiét tai Phu
luc kem theo).

Ban Co yéu Chinh phu thong béo va dé nghi Quy co quan kiém tra, ra soat
va cip nhat ban va cho san pham vCenter Server dé phong tranh nguy co tan cong
mang c6 thé xay ra./. 3¢~

Noi nhan: KT. TRU'(._)'N(; BAN
- Nhur trén; : PHO TRUONG BAN
- B/c Truomg ban (de b/c); -

X 5 i r o i -
- Luw: VT, CNTTGSM. KC166 L;a ) ATEU N
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THONG TIN VE CANH BAO LO Ho“q CVE-2021-21985
(Kem theo Cong van s6143/BCY. -GN TT(}SM noa W' Ahdng 6 nam 2021
cua Ban Cg Wu C'hmh phuj,

1. M6 tad $ / ,

Theo khuyén cdo biao mat VMSA 2021- 0010 clia cong ty Vmware vao ngay
25/5/2021, trong d6 co6 thoéng bao chi tiét dén 16 héng CVE-2021-21985 trong
vSphere Client (HTML 5) mét thanh phan cua vCenter Server va Vmware Cloud
Foundation. L3 hdng phét sinh do 15i x4c thuc thiéu kiém tra tham sé ddu vao
trong tinh ning cua Virtual SAN Health Check (tmh ning nay dugc bat mac dinh
trong vCenter Server). L& hong nay thuc thi qua cong 443 (https), cho phép ké tan
cong thuc hién céc [énh voi dac qu}'en cao nhit trong hé thong va khong b han
ché bt ky truy c4p nao d61 v&i may chi cai hé diéu hanh vCenter Server. Theo
danh gia cia CVSSv3 muc do nguy hiém cua CVE-2021-21985 1a 9.8 (dac biét
nghiém trong). Day la nguy co co thé gdy thiét hai Ion dén cac hé thong ctia mang
cla cac co quan, don vi dang su dung hé diéu hanh vCenter Server.

2. Cac phién ban bi anh hudng

- vCenter Server 6.5

- vCenter Server 6.7

- vCenter Server 7.0

- Cloud Foundation (vCenter Server) 3.x

- Cloud Foundation (vCenter Server) 4.x

3. Ban va

Théng tin vé ban va 15 hong theo dudmg link:
https .//www.vmware.con veumn ‘advisories/VMSA-2021-0010.himl
Trong truong hop dac biét néu khéng thé v ngay lap ttic, quy co quan o thé tat
tinh néng Virtual San Health Check tai duong dan:
https://kb.vmware.com/s/article/83829

4. 10Cs

Dé kiém tra hé théng bi tin cong boi 16 héng CVE-2021-21985, 6 thé
kiém log trong cac thu muc theo duong dan mic dinh:

- vCenter Server 6.x va phién ban cao hon trén Windows server:
C:\ProgramData\VMware'vCenterServer\Logs|

- vCenter Server Appliance 6.x: var/log/vmware/

- vCenter Server Appliance 6.x flash: /var/log/vmware/vsphere-client

- vCenter Server Appliance 6.x HTML3: ~var/og/vmware/vsphere-ul

hodc theo cau hinh cua nguoi ding cd dau hi¢u nhu sau:%
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=3 fvar/log/vewarel/vsphere-ui/logs/vsphere client virgo.log ¢== : A ; :
2021-95-28T15:45:14.3917] [ERROR] bitp-nio-5898-exec-5 com . vmware.vsan.client.services.ProxygenController
lservice method. failed. to. invoke nrg.edipse.uirgo.kcrnel.asgi.franemrk.Extendzdclussﬂotl’nundzxceptim: CLASS. cannot be .
ifound by cm.mare.vspher-e.clim.hsvsan-6.?.6.zews-cm.vwe.vsm.client.hS-usan-servi:e_G.5.6.1139?991—storage-main in
ernelBundleClassioader: [I:undle:con.wmare.vsphere.clicn‘t.thsan-S.?.e.zam-:om.vmuare-usan.client.hs-usarh >
kervice 6.5.9.11397901-storage-maln] S - . Ve %
ot : : ; y :
0 g.cclipse.virgn.l:erneLuserreginn.intemal.aquinux,Kemelsundlnclnssl.oader.luadclass(KernelBundl:(iaschader.javn:lse)
-~ at java.lang.Classloader.loadClass(Classioader.javaz357) - : ;
_ at java.lang.Class.forNamed(Hative Methad) s o i
at java.lang.Class.forName(Class. jaya:263). . . : .
: at cu.vmre.vsan.client.services.Prnnnen(untrouer..invnlseServi.ce(meygcn(ontroller.jnva:69)
i at_sun.reflect.GeneratediethodAccessor532, invoke (Uinknown Source} [ { ;
at -;un.ref!ect.Delegatinyhthodu:essorlupl.1nvcke(belegatinyktbod.l\c:essarlql.jaua:Ai), i
at java.lsng.reflect.Method.invoke(Method. java:498) s - i ik A A
at _urg.springfrmrk.-eb.nethod.suppnrt.lnmnblefhndlemthad,t‘!olnmke([nw:nhleNandleﬂhthod.java: ) gt
at, Mg.spr_j.ngfrmeunrk_.web.ne_thoq.support.lnmabldhndlerﬂem. invokeForfequest (Invocabletiandleriethod. java:133)

eﬂnip;'xable.ﬂan&l.er}‘le‘éhod.lnkaIe(Sewleiiﬂm bleua_n ler

P | e
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pter, jove;827). 5
at AR SedlEgn 4 Rt S UL
springfromewark.web. secylet, mvc bethod.muont.lm.R:queshtappi.nghmdlerkdapter.hum:llc!nterrial(ﬂequcstﬂappingtlundl_emdup
T8 S IR T R B o v S i % St e
rg'.sprln;frm-ork.wch.ser,vlet.wu:.-ethad.AbstractlhndlerHetbodAdapter.hnndle(nhstr'm:ﬂlandlerﬁeihud.Adup r.java:ds
s at org.springframework.web, sa’vl:l:.Dispat(herSErvlel.dOBispatth(DispattherSewlet.java:95?) : Vi
at. arg.springframework.web, serulel:,Dispatcherﬁervlet.dos::'vicz(DispatcherServlet.javq:sﬂi)
at.org. springfremework.web, servlet, FrameworkServlet.processRequest(FrameworkServliet. java: 979}
ot orgapringfrmnrk.ucb.servlet.'FramrI:Servlet.do?ost(FramorkServler.jnvaz3‘22) !
¢ jw;x.sewlet.http.ﬁttbse.rhl:t,seﬁ!ce(ﬂttpSCr\rlet.java":661),? N e S
. at afg.=prl.n5fx_‘amennrk.u:b.servle_t.Framrks«ﬂct.zenice(Eram-gnrkServlet.jav 846)
nt_jwax..strylet.ftttp.Htﬁ:sarul:t.serui:e(ﬂttp.'xervle't.jivazuz) o MR
" at org. apécﬁe.cutalina.cure.npplicatiunl’-ﬂterchain._J.nternamqﬂ1tér(AppH(atinnF.1 Iterchal
- Bt prg.apacha.catali.na.cnre.nppli,ntlcnﬂltzr(huin.anilter(ﬂpplicatﬁoﬂFilterchain java:166) -
'p!;_urg.apnche.toucat.uehsoc_k:t.server.iisl‘i!ter.dnﬂlter{Hsfiltcr.java:51) e s o X
- gt org. .:a_tulirlﬂ.ture.nppli:at:._innﬂltuﬂlnln.mtemalwﬂlter(&pplicatlnnl‘lltal‘chain.jav 193)
d .catalina.core.ApplicationFilterChain.doFilter ApplicationFilterChain.java:166)

BEi com.vmware,vise. sc:nrity.sassiom;ue_ntﬂltcr.dul‘ilter(susi_.nmanage-entl‘-u.tcp_. Java:201) i v
at! org. apache.catalina.core.ApplicationFi ltcrﬂ'laingintefﬂquIIter(ﬂpp]itationfiv“tepc_h;ain;java 11
Tat org.npgchg,catﬁinn.cnrd.Appl.icnl_:imFilt':rﬂp_ain.d#{ltqikppii,cationﬂitgrﬂwln Javo:166)
' ak_org,apache.catalina.core .StandardsrappesValyve. invoie(StandardirapperValve. javai 118
'_31:7erg.apar.he.{atalina.;ﬂ'e.stnudardcu'lt:xt\‘llve.mde(sgmdudhntext\mlve.jm{ 196
ak org.spache.catalina.authenticator.AuthenticatorBase. jnuoke (Authent icatorBase.
at 'or;.apuche.cahllng.ca'e.stindar'dmn\ulu.invuke(ituﬂar«bswalve.java:148) i
ak org.apache.catalina.valves.Errorficportyalye. invoke(ErrarfeportValve.javai6l)
at org, Apache.cataling .valves.fesoteTpValve, invoke(RenotelpValye. java:65)
of ‘org, eclipse.virgo.web. toacat . suppart. Appld lonNaseTrackingValve, invoke(Appl
at. org.opache.catalina.) alvgs‘.lhsh-ag_tﬂng_ssl.og\ralu;inuch(Ahstractacc_es_sLugVah_c.jag
at arg.opache,catalina.core.StandardEngineValve. invoke(StandardEngineValve.jav 3
at g.apa‘dw.cqga‘.ltna.con@ek:tnr.tpjhteﬂ:p‘t&_:‘.‘m&tc{cwotcadqpter.jwaz'snz)
at’ org.apache.cayote.httpll _HEtpA1Processor.service (HEtpliProcessor, javaiBoa),
at ora.wach«.coyate.Ahstract?m:es‘sorl.lght.pmess(Abstca;tl’rocesswl.ight. java:
at_org.apache. :uynte.Abstra:_t?rotocolicwuectiprﬂandler.yracessfnbﬁtra:tl?rnto:_ul_. +java:
.ut"drg.opu_r.hé.tmat.uti!.net.u'iuEndpo!ntSSock:tPrqcessur.doﬂun{uiafndpoinl:.javmun}
st crg.apache.toncat.’util.net.Su:keth(essoraase.mn(sa:ket?roccssoraue-.juva:d!i
ot java,util ._:unguﬂ_ent_.meqﬁpnpmetmr,mrﬂgochqr[Thrg;ﬂﬂ’unlfx:cutor. Java:1149)"
at jaua.util'.:unqurrcnt.'!hreadl’oollixecutariﬂurke'r.run(?hread?aolsxqmtor. javai624):-
G at pr'g.ayache_-.tmcat.uti1.threads.Taskthrendfh‘app#pgmmblg.n_m(r kThread.java:61)
at java.lang.Thread.run{Thread. jevai 748} 3 Y i )
ed by+ Jave.lang,ClnssNatFoundExcept ions; CLASS cannot found: by com,
Sevsanrservice 6.5.8.11397991. 5t rage-main 5 AR
=51, Internal; loader. Bundletoader. findClassToternal (Bundle! cader:
“ak c1ipse.asgs, interpaliloader, Bundlel gade “findClass(BundleLoader: javai421})
at org.cclipse.asgi,internal. Toader, Bundlcloader findclass(Bundlelopder. java:412)
; sgi.internal.baseadop! DefaultClassioader. JoadClass (OcfaultClasstdadsrs
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org.eclipse.virge. kernelivsecregion, internal  equinox.Kerneltun 1oadClass(Kernels
o 2’47 comson frames omitte: L AR NS SR R AT

S. Thong tin chi tict

Théng tin chi tiet ve 1o hong nay o tar cac duong link duot day:

1

hitps :/Avww. vinware.con/security advisories/VMSA-2021-0010.hom!
hitps ://blogs. vanvare.com/vsphere/202 1/05/vmsa-2021-0010.html

https://core.vmware.com/resot iree/vimsa-2021-0010-fag 6/4/
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