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Boc lap - Tu- do - Hanh phuc 

Ha Noi, ngayi'fthdng/^am 2020 

Kinh gui: 
- Don vi chuyen trach ve CNTT cac bo, co quan ngang bo, co 
quan thuoc Chinh phu; 
- So Thong tin va Truyen thong cac tinh, thanh pho true thuoc 
Trung uong; 
- Cac Tap doan, Tong cong ty nha nuoc; Cac Ngan hang 
TMCP; Cac to chuc tai chinh; 

- He thong cac don vi chuyen trach ve an toan thong tin. 

Qua cong tac theo doi, giam sat tren khong gian mang, cung hoat dong hop 

tac, chia se thong tin voi cac to chuc Idn ve an toan thong tin trong va ngoai nude. 

Cue An toan thong tin ghi nhan nguy co tan cong khi su dung phan mem 

SolarWinds phien ban SolarWinds Orion 2019.4 den 2020.2.1. 

Day la ung dung thudng su dung trong cac he thong thong tin cua cac co 

quan to chuc de giam sat mang, he thong va co so ha tang cong nghe thong tin. 

Theo danh gia so bo, 16 h6ng nay cd the anh hudng den nhieu co quan, t6 chuc d 

Viet Nam, dac biet la co quan chinh phu, ngan hang, t6 chuc tai chinh, tap doan, 

doanh nghiep va cac c6ng ty Idn, do cac don vi nay deu trien khai m6 hinh mang 

cd su dung phan mem SolarWinds de thuan tien cho viec quan ly. 

Nhdm dam bao an toan thdng tin cho he thdng thdng tin cua quy dom vi, 

gdp phan bao dam an toan cho khdng gian mang Viet Nam, Cue An toan thdng 

tin de nghi quy don vi thuc hien: 

1. Ra soat cac may chu cd cai dat phdn mdm SolarWinds Orion de phat hien 

va xu ly kip thai cac may chu cd kha nang da hi ddi tucmg tdn c6ng khai thac 

thdng qua 16 hdng tren. 

2. K i l m tra, ra soat va xac dinh toan bo cac may chu hi anh hudng. Cap 
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nhat ban va hoac khic phuc lo h6ng theo hudng dan cua SolarWinds. 

3. Tang cudng theo doi giam sat he thdng dong thai thudng xuyen theo doi 

kenh canh bao cua cac ca quan chuc nang va cac td chuc Idn ve an toan de phat 

hien kip thai cac nguy ca tan cdng mang. 

Trong trudng hap can thiet cd the lien he dau mdi hd tro ciia Cue An toan 

thdng tin: Trung tam Giam sat an toan khdng gian mang qudc gia, dien thoai 

02432091616, thu dien tu: ais(g>mic.gov.vn. 

Tran trong./. yK 

Noi nhan: 
- Nhu tren; 
- Thu truong Nguyin Huy Dung (de b/c); 
- Cue truong (de b/c); 
- PCT Nguyen Khdc Ljch; 
- Luu: VT, NCSC. 

K T . cue TRirdNG 
PHO ciic TRirdNG 



Phu luc 
• • 

Thong tin lo hong 
(Kem theo Cong van s6y0r/CATTT-NCSCngdy^ /yfJ^/2020) 

1. Thdng tin chung: 

- Anh hudng: phien ban SolarWinds Orion 2019.4 den 2020.2.1 

- Doi tugng tan cong cai cam phan mem doc hai (backdoor SUNBERST) vao 

cac ban cap nhat phan mem SolarWinds Orion. 

2. Hirdng dan cap nhat ban va: 

- Vao ngay 15 thang 12 vua qua, SolarWinds da phat hanh ban cap nhat 2020.2.1 

HF 2 de giam thieu nguy co tan cdng bdi Id hdng bao mat nay. 

Truy cap tai: https://customerportal.solarwinds.com/ 

- Neu chua the cap nhat ban va: 

+) Cac quan tri vien cd the ngat ket ndi Internet ddi vdi cac san pham SolarWinds 

Orion phien ban 2019.4 den 2020.2.1 HF 1 de tranh rui ro nguy co tan cdng. 

+) Gidi han pham vi ket ndi tu may chu SolarWinds den cac thiet hi dau cudi. 

+) Gidi han cac tai khoan cd dac quyen cua quan tri vien tren may chu SolarWinds. 

+) Can nhac viec thay ddi mat khau cho cac tai khoan cd quyen truy cap vao cac 

san pham cua SolarWinds. 

3. Ten mien doc hai lien quan den backdoor SUNBERST 

* .avsvmcloud.com 

- Quy don vi nen giam sat hoac chan cac ket ndi lien quan den ten mien nay. 

Thdng tin tham khao them co tai: 

- https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-

leverages-solarwinds-supply-chain-compromises-with-sunburst-

backdoor.html 

- https://www.solarwinds.com/securityadvisory 
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