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BQ THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN

/V/\WRU

séUTICATTT-NCSC Ha N¢i, ngammg;/nam 2020

V/v canh bao nguy co tan cong vao phan
mém SolarWinds

Kinh gui:
- Bon vi chuyén trach vé CNTT cac bd, co quan ngang bg, co
quan thugc Chinh phu;
- S& Thong tin va Truyén thong cac tinh, thanh phd truc thudc
Trung uong;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc td chir tai chinh;
- Hé théng céc don vi chuyén trach vé an toan thong tin.
Qua cong tac theo doi, giam sat trén khong gian mang, cung hoat dong hop
tac, chia sé thong tin véi cac to chirc 16n vé an toan thong tin trong va ngoai nuée,
Cuc An toan thong tin ghi nhén nguy co tin cong khi sir dung phan mém

SolarWinds phién ban SolarWinds Orion 2019.4 dén 2020.2.1.

Pay la tmg dung thuong sir dung trong cac hé thdng thong tin ciia cac co
quan t6 chirc dé giam sat mang, hé thong va co so ha tang cong nghé thong tin.
Theo danh gia so bd, 15 hong nay ¢ thé anh huéng dén nhiéu co quan, t6 chirc &
Viét Nam, dac biét la co quan chinh phu, ngan hang, t6 chirc tai chinh, tap doan,
doanh nghiép va céc cong ty 16n, do cac don vi nay déu trién khai mo hinh mang
c6 str dung phan mém SolarWinds dé thuan tién cho viéc quan ly.

Nhim dam béo an toan théng tin cho hé théng théng tin ciia quy don vi,
gop phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan théng
tin d& nghi quy don vi thuc hién:

1. Ra soat cdc may chu c6 cai dit phin mém SolarWinds Orion dé phat hién
va xir 1y kip thoi cac may chii c6 kha nang da bi doi tuong tAn cong khai thac
thong qua 16 hong trén.

2. Kiém tra, ra soat va xac dinh toan bd cac may chu bj anh huéng. Cap




nhat ban va hodc khic phuc 16 hong theo huéng dan clia SolarWinds.

3. Tang cudng theo ddi giam sat hé thong dong thoi thudng xuyén theo doi
kénh canh bao cua céac co quan chirc ndng va cac td chirc 16n vé an toan dé phat
hién kip thoi cac nguy co tan cong mang.

Trong trudng hop can thiét c6 thé lién hé dau mdi hd tro ciia Cuc An toan
théng tin: Trung tdm Gidm sat an toan khong gian mang quoc gia, dién thoai

02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./. A~

Noi nhin: KT. CUC TRUONG
- Nhur trén; N , PHO CUC TRUONG
- Thir truéng Nguyén Huy Diing (dé b/c); '
- Cuc trudng (dé blc);

- PCT Nguyén Khic Lich;

- Luu: VT, NCSC.




Phu luc
Théng tin 16 hong
(Kém theo Cong vin s6 JUF/CATTT-NCSC ngay#  12/2020)
1. Thong tin chung:
- Anh hudng: phién ban SolarWinds Orion 2019.4 dén 2020.2.1
- D6i tuong tan cong cai cim phan mém doc hai (backdoor SUNBERST) vao
cac ban cap nhat phan mém SolarWinds Orion.
2. Hwong dan cip nhat ban va:
- Vao ngay 15 thang 12 vira qua, SolarWinds da phat hanh ban cap nhat 2020.2.1
HF 2 dé giam thiéu nguy co tin cong boi 16 hong bao mat nay.
Truy cép tai: https://customerportal.solarwinds.com/
- Néu chua thé cép nhat ban va:
+) Cac quan trj vién c6 thé ngat két ndi Interne.t ddi voi cac san pham SolarWinds
Orion phién ban 2019.4 dén 2020.2.1 HF 1 dé tranh rai ro nguy co tin cong.
+) Gi6i han pham vi két ndi tir may chu SolarWinds dén cac thiét bi dau cubi.
+) Gidi han céc tai khoan ¢ dic quyén clia quan tri vién trén may chi SolarWinds.
+) Can nhic viéc thay doi mat khau cho cac tai khoan cé quyén truy cép vao cac
san pham ctia SolarWinds.
3. Tén mién ddc hai lién quan dén backdoor SUNBERST
*.avsvmcloud.com
- Quy don vi nén giam sat hodc chin cac két ndi lién quan dén tén mién nay.
Thong tin tham khao thém cé tai:
- https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-
1everages—solarwinds—supply-chain-com‘promises—with-sunburst-
backdoor.html

- https://www.solarwinds.com/securityadvisory
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